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EXAMINER'S AMENDMENT 

An examiner's amendment to the record appears below. Should the changes and/or 
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the 
payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with 
Mr. John Castellano on August 2' 2006 and August 3, 2006. 

The application has been amended as follows: 

Due to the cancellation of claims 58-68 and the dependency of earlier claims depending 
on later claims, the claims have been renumbered,.along with the changes in their dependencies. 
In addition, claims 56 and 57 have also been amended. 

See and enter attached Examiners Amendment. 

The following is an examiner's statement of reasons for allowance: 
Regarding claim 118: 

Amendments to the claims overcome the prior art rejections made in the previous action. 
The prior art of record (Crandall, U.S. 6,587,563) discloses a mathematical system expressed in 
discrete terms where at least one variable is an integer and performing computations on the 
variable in order to produce a resulting number to obtain an output of a cryptographic system. 
Crandall fails to teach the use of an imaginary decimal separator placed within the integer 
number in order to represent the integer as a real number and positioning the imaginary decimal 
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separator in the resulting number at a predetermined position by either correcting the position of 
the imaginary decimal separator or placing an imaginary separator in the resulting number. 

None of the other references cited in the prior action combine with Crandall to disclose 
the limitations. 

An updated search did not uncover any new prior art not owned by the same assignee of 
the instant application. No art disclosing, nor motivation to combine has been found which 
recites using an imaginary decimal separator placed within the integer number in order to 
represent the integer as a real number and positioning the imaginary decimal separator in the 
resulting number at a predetermined position by either correcting the position of the imaginary 
decimal separator or placing an imaginary separator in the resulting number. 

All other pending claims are dependent on allowable claim 118 and are allowable for that 

reason. 

Any comments considered necessary by applicant must be submitted no later than the 
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue 
fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for 
Allowance." 

Any inquiry conceming this communication or earlier communications from the 
examiner should be directed to Kristin D. Sandoval whose telephone number is 571-272-7958. 
The examiner can normally be reached on Monday - Friday, 8:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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AMENDMENTS TO THE CLAIMS 

The following is a complete listing of revised claims with a status identifier in 
parenthesis. 

LISTING OF CLAIMS 

4-2. The method of claim 44*1, wherein the integer number is a fixed-point number, 

- performing said computations in such a way that the computations include the at least one 
variable expressed as a fixed-point number, 

- obtaining, from said computations, the resulting number, the resulting number representing at 
least one of: 

- a. at least a part of a solution to the mathematical system, and 

- b. a number usable in further computations involved in the numerical solution of the 

mathematical system, 
the method further comprising: 

- extracting a set of data which represents at least one of: 

- i. a subset of digits of the resulting number, and 

- ii. a subset of digits of a number derived from the resulting number. 

S3. A method according to claim 4-2, wherein said set of data represent a pseudo-random 
number. 

34. A method according to claim 4-2, wherein said computations include at least a first and a 
second fixed-point number, each fixed-point number having a decimal separator, wherein the 
decimal separator of the first fixed-point number is positioned at a position different from the 
position of the decimal separator of the second fixed-point number. 

45. A method according to claim 54, wherein the step of performing computations includes 
positioning the decimal separator of the first and second fixed-point number at selected positions. 

&6. A method according to claim 4-2, wherein said at least one function is non-linear. 
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67. A method according to claim 4-2, wherein the resulting number is expressed as a variable 
selected from the group consisting of: 

- an integer number, 

- a floating point number, and 

- a fixed-point number. 

?8. A method according to claim 4-2, wherein the mathematical system comprises at least one of: 

- a differential equation, 

- a discrete mapping. 

A method according to claim 78, wherein the differential equation comprises at least one of: 

- a partial differential equation, 

- an ordinary differential equation. 

910. A method according to claim 78, wherein the discrete mapping comprises at least one of: 

- an area-preserving map, 

- a non area-preserving map. 

Wii. A method according to claim 78, wherein the mathematical system comprises at least one 
non-linear function governing at least one state variable X. 

4412. A method according to claim wherein the mathematical system comprises a set of 
non-linear mapping functions. 

4^13. A method according to claim 910, wherein the map comprises at least one of: 

- a logistic map of the form: 

Xn+l=|IXn(l-Xn), 
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- an Anosov map of the form: 

- a Henon map of the form: 



^n+l 













4^14 A method acco rding to claim 4-2, wherein the mathematical system comprises at least one 
non-linear differential equation. 

4415. A method according to claim 4 414, wherein the mathematical system comprises a set of 
non-linear differential equations. 

4-^16. A method according to claim 78, wherein the mathematical system has at least one 
positive Lyapunov exponent. 

4417. A method according to claim 78, comprising computing at least one Lyapunov exponent 
at least once during the mathematical computations. 

4-718. A method according to claim 4-^14, wherein the at least non-linear differential equation 
governs at least one state variable, X, which is a function of at least one independent variable, t. 

4-S19. A method according to claim 4415, wherein the set of non-linear differential equations is 
a Lorenz system. 



4^20. A method according to claim 4^19, wherein the Lorenz system consists of the following 
differential equations: 

f.o(y-4 

dy 

dz . 
^ = xy-bz, 
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wherein X=(x, y, z) are state variables, t is the independent variable, and a, r and b are 
parameters. 

3021. A method according to claim 4414, wherein the step of performing computations 
comprises numerically integrating at least one of: 

- the non-linear differential equation, and 

- the non-linear differential equations of said set of non-linear differential equations, 

by repeatedly computing a solution Xn+i based on at least one previous solution Xm, m<n+l, and 
a step length, ATn, of the independent variable, t. 

2V22' A method according to claim .3021, wherein the step of integrating comprises providing at 
least one initial condition, Xo, of the state variable, X, and an initial step length, ATq. 

3323 . A method according to claim 10J_i, wherein the step of performing computations 
comprises numerically iterating the non-linear mapping function. 

33^24. A method according to claim 3323, wherein the step of iterating comprises providing at 
least one initial condition, Xo, of the state variable, X. 

3425. A method according to claim 3021, wherein, in the discretized formulation of the Lorenz 
system, the solution Xn+i is computed using the step length AT=(Atx,n5 Aty,n, Atz,n) as follows: 

Xn.l=Xn+(a(yn-xJ) At,„ 
Yn.l =yn +(Xn(r-2j-yJ.Aty.„ 

wherein: 

Atx,n is the step length used in the computation of Xn+i, 
Aty^n is the step length used in the computation of yn+i, 
Atz,n is the step length used in the computation of Zn+i. 
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2&26. A method according to claim 3021. wherein the step length AT is constant throughout the 
computations. 

3627. A method according to claim 3021, wherein, in each integration step, at least one of the 
elements (Atx,nj Aty^n, Atz,n) of the step length AT is a function of at least one number related to 
said computations. 

3?28. A method according to claim 3627, wherein, in each integration step, at least one of the 

elements (Atx,n5 Aty,n> Atz^n) of the step length AT is a function of at least one solution, Xm, which 
is a solution to the mathematical system. 

3829. A method according to claim 36-27 wherein, in each integration step, at least one of the 
elements (Atx,n5 Aty,n, Atz,n) of the step length AT is a function of at least one given step length, 



3930. A method according to claim 4-2, wherein a key selected from an encryption key and a 
decryption key is used to determine at least one value of at least one variable in the mathematical 
system. 

^11. A method according to claim 3930, wherein the key is used to determine at least a part of 
the initial condition Xq. 

34-32. A method according to claim 3930, wherein the key is used to determine at least a part of 
the initial step length ATq. 

^33 . A method according to claim 3930, wherein the key is used to determine the at least a part 
of at least one of the parameters. 

^34. A method according to claim 3930, wherein the key is a public key. 
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3435. A method according to claim 3930, wherein the key is a private key. 

^36. A method according to claim 12, comprising extracting a plurality of numbers resulting 
from the computations. 

^37. A method according to claim 4-2, wherein the step of extracting comprises extracting at 
least one number derived from k bits of the resulting number. 

3^38 . A method according to claim 12, wherein the step of extracting comprises extracting the k 
least significant bits of the resulting number. 

3&39. A method according to claim 3437, wherein k is a value selected from the group 
consisting of: 8, 16, 32, 64, and 128. 

3940. A method according to claim 3 637, wherein a plurality of numbers are extracted. 

4041. A method according to claim 12, wherein the extracted set of data is manipulated by 
means of at least one of: 

- an arithmetic operation, and 

- a logical operation, 

so as to obtain a combined set of data. 

4142. A method according to claim 4041, wherein at least one of the: 

- extracted set of data, and 

- the combined set of data 

is combined with original data, so as to encrypt the original data. 

4343 . A method according to claim 4041., wherein at least one of: 

- extracted set of data, and 

- the combined set of data 
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is combined with encrypted data, so as to decrypt the encrypted data and obtain the original data. 

4344. A method according to claim 4041, wherein the combining of data comprises an XOR 
operation. 

4445. A method according to claim 4-2, wherein said computations include data representing a 
block of plaintext in a block-cipher encryption and decryption system. 

4546. A method according to claim 4-2, wherein the extracted set of data is used to define at least 
one operation on a block of plaintext in a block-cipher encryption and decryption system. 

4647. A method according to claim 4442, wherein the combining of data comprises addition of 
the original data and the combined set of data for encryption, and subtraction of the combined set 
of data from the encrypted data for decryption. 

4748. A method according to claim 4142, wherein the combining of data comprises subtraction 
of the combined set of data from the original data for encryption, and addition of the combined 
set of data and the encrypted data for decryption. 

4M9. A method according to claim 4-2, wherein the extracted set of data is used as at least one 
of: an encryption key and a decryption key. 

4950. A method according to claim 4-2, wherein the extracted set of data is used to generate at 
least one of: an encryption key and a decryption key. 

#051. A method according to claim 4-2, wherein the extracted set of data is used in generation of 
data representing a digital signature. 

§452. A method according to claim 42, wherein the extracted set of data is used in watermarking 
of digital data. 
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5353. A method according to claim 4-2, wherein the computations are performed on an 
electronic device which comprises an electronic processing unit having a register width, the 
method comprising the steps of: 

- expressing at least one integer number of a bit width larger than said register width as at least 
two sub-numbers each having a bit width which is at most equal to said register width, 

- performing at least one of said computations as a sub-computation on each of the sub- 
numbers so as to arrive at at least two partial results, expressed as integer numbers of a bit 
width smaller which is at most equal to the register width of the processing unit, 

- concatenating the partial results to yield a representation of a result of said at least one 
computation. 

§^54- A computer program for performing the method of claim 44*i, wherein the integer 
number is a fixed-point number, the computer program being adapted to: 

- perform said computations in such a way that the computations include the at least one 
variable expressed as a fixed-point number, 

- obtain, from said computations, the resulting number, the resuhing number representing at 
least one of: 

- a. at least a part of a solution to the mathematical system, and 

- b. a number usable in fiirther computations involved in the numerical solution of the 
mathematical system, 

the computer program being further adapted to: 

- extract a set of data which represents at least one of: 

- i. a subset of digits of the resulting number, and 

- ii. a subset of digits of a number derived from the resulting number. 

5455. A computer readable data carrier loaded with a computer program for performing the 
method of claim 44*i, wherein the integer number is a fixed-point number, the computer 
program being adapted to: 
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- perform said computations in such a way that the computations include the at least one 
variable expressed as a fixed-point number, 

- obtain, from said computations, the resulting number, the resulting number representing at 
least one of: 

- a. at least a part of a solution to the mathematical system, and 

- b. a number usable in further computations involved in the numerical solution of the 
mathematical system, 

the computer program being further adapted to: 

- extract a set of data which represents at least one of: 

- i. a subset of digits of the resulting number, and 

ii. a subset of digits of a number derived from the resulting number. 

^56. A computer which is operatively connected to a computer readable data carrier loaded 
with a computer program for performing the method of claim 44*1, wherein the integer number 
is a fixed-point number, the computer program being adapted to: 

- perform said computations in such a way that the computations include the at least one 
variable expressed as a fixed-point number, 

- obtain, from said computations, the resulting number, the resulting number representing at 
least one of: 

- a. at least a part of a solution to the mathematical system, and 

- b. a number usable in further computations involved in the numerical solution of the 
mathematical system, 

the computer program being further adapted to: 

- extract a set of data which represents at least one of: 

- i. a subset of digits of the resulting number, and 

- ii. a subset of digits of a number derived from the resulting number, 
wherein the computer comprises processor means for running said program. 

^57. A signal compri s ing an An extracted set of data which have been derived from the 
method of claim 44*1, wherein the integer number is a fixed-point nimiber. 



U.S. Serial No. 10/017,230 



Page 10 



- said computations have been performed in such a way that the computations have included 
the at least one variable expressed as a fixed-point number, 

- the resulting number has been obtained from said computations, the resulting number 
representing at least one of: 

- a. at least a part of a solution to the mathematical system, and 

- b. a number usable in further computations involved in the numerical solution of the 
mathematical system, 

whereby the extracted set of data represents at least one of: 

- i. a subset of digits of the resulting number, and 

- ii. a subset of digits of a number derived from the resulting number. 

5758. A signal comprising an An encrypted set of data which has been derived as a combination 
of plaintext and at least one set of data extracted from computations in accordance with the 
method of claim +4-81, wherein the integer number is a fixed-point number, 

- said computations have been performed in such a way that the computations have included 
the at least one variable expressed as a fixed-point number, 

- the resulting number has been obtained from said computations, the resulting number 
representing at least one of: 

- a. at least a part of a solution to the mathematical system, and 

- b. a number usable in further computations involved in the numerical solution of the 
mathematical system, 

whereby the extracted set of data represents at least one of: 

- i. a subset of digits of the resulting number, and 

- ii. a subset of digits of a number derived from the resulting number. 

58 68> (Canceled) 

6959. A method of generating a pseudo-random number, the method comprising: 
performing the method of claim 44*i; 
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II) defining a seed value representing at least an initial condition for the mathematical system, 
wherein the integer nximber is a fixed-point number, ^ 

IV) performing said computations in an electronic device, the computations including the at least 
one variable expressed as a fixed-point number and obtaining, fi-om said computations, a 
resulting number, the resulting number representing at least one of: 

a. at least a part of a solution to the mathematical system, and 

b. a number usable in fiirther computations involved in the numerical solution of the 
mathematical system, 

V) extracting, as the pseudo-random number, a number derived from at least one number which 
has occurred during the computations. 

7©60. A method according to claim 6959, wherein the pseudo-random number is extracted as a 
number derived from k digits of said at least one number which has occurred during the 
computations. 

74-61. A method according to claim 7060, wherein the pseudo-random number is extracted as a 
number derived from the k least significant digits of said at least one number. 

7362. A method according to claim 6959, the method comprising the steps of repeating steps 
IV) and V) until a given amoimt of pseudo-random numbers has been generated. 

7^63. A method according to claim 6959, wherein a given amount of pseudo-random numbers is 
generated and stored in a memory of the electronic device as a spare seed value. 

7464. A method according to claim 6959, wherein a plurality of resulting numbers are obtained 
which represent at least parts of solutions to the mathematical system, the method fiirther 
comprising detecting periodic behavior in the solution of the mathematical system, the 
mathematical system comprising at least one non-linear fimction governing at least one state 
variable with respect to at least one independent variable, the detecting of periodic behavior 
comprising: 
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variable with respect to at least one independent variable, the detecting of periodic behavior 
comprising: 

- storing selected solutions in an array, A, in a memory of the electronic device, the array 
being adapted to store a finite number, n+1, of solutions, 

- determining whether at least one of: 

- a current solution, and 

- a particular one of said solutions stored in the array 

is substantially identical to another solution stored in the array, 

the method further comprising: 

if the step of determining reveals that at least one of 

- the current solution, and 

- the particular solution 

is identical to another solution: 

interrupting the pseudo-random-number generation, i.e. interrupting repetition of steps IV) and 
V), 

using the spare seed value as the seed value in the step II), 

resuming the pseudo-random-number generation, i.e. resuming repetition of steps IV) and V). 

A method according to claim ?464, further comprising, prior to the step of resuming the 
pseudo-random number generation, generating and storing, in a memory of the electronic device, 
a given amount of pseudo-random numbers as a new spare seed value. 

7^66. A method according to claim ^59. wherein each level in the array, A, is reset prior to 
step IV), when steps IV) and V) are initiated with a new seed value at step II). 

7767. A method of encrypting a set of original data into a set of encrypted data, the method 
comprising the steps of: 

A) generating a pseudo-random number by performing the method of claim 

V) extracting, as the pseudo-random number, a number derived from at least one number which 

has occurred during the computations. 
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B) manipulating the original data and the pseudo-random number by means of at least one of: 

i. an arithmetic operation, and 

ii. a logical operation, 

so as to obtain a combined set of data, the combined set of data being the encrypted data. 

^6S. A method according to claim ^767, wherein, prior to step A), a sub-set of the original data 
is separated from the set of data, and wherein step B) is performed on the sub-set of data. 

A method according to claim ^67, wherein the pseudo-random number is extracted as a 
number derived from k digits of said at least one number which has occurred during the 
computations. 

S07O. A method according to claim 7767, wherein the pseudo-random number is extracted as a 
number derived from the k least significant digits of said at least one number which has occurred 
during the computations. 

S4-71. A method according to claim 7767, the method comprising the steps of repeating steps 
IV) and V) until a given amount of pseudo-random numbers has been generated. 

8372. A method according to claim 7767, wherein a given amount of pseudo-random numbers is 
generated and stored in a memory of the electronic device as a spare encryption key. 

83-73 . A method according to claim 8272, wherein a plurality of resulting numbers are obtained 
which represent at least parts of solutions to the mathematical system, the method further 
comprising detecting periodic behavior in the solution of the mathematical system, the 
mathematical system comprising at least one non-linear function governing at least one state 
variable with respect to at least one independent variable, the detecting of periodic behavior 
comprising: 

- storing selected solutions in an array, A, in a memory of the electronic device, the array 
being adapted to store a finite number, n+1, of solutions. 
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- determining whether at least one of: 

- a current solution, and 

- a particular one of said solutions stored in the array 

is substantially identical to another solution stored in the array, 

the method further comprising: 

if the step of determining reveals that at least one of: 

- the current solution, and 

- the particular solution 

is identical to another solution: 

- interrupting the pseudo-random number generation, i.e. interrupting repetition of steps IV) 
andV), 

- using the spare encryption key as the encryption key in step II), 

- resuming the pseudo-random number generation, i.e. resuming repetition of steps IV) and V). 

M74. A method according to claim ^73, further comprising, prior to the step of resuming the 
pseudo-random number generation, generating and storing, in a memory of the electronic device, 
a given amount of pseudo-random numbers as a new spare encryption key. 

A method according to claim TWl, wherein each level in the array. A, is reset prior to 
step IV), when steps IV) and V) are initiated with a new seed value at step II). 

^76. A method of decrypting a set of encrypted data which has been encrypted by a method of 
encrypting a set of original data into said set of encrypted data, the method of encrypting 
comprising the steps of: 

A) generating a pseudo-random number by performing the method of claim 44-81; 

V) extracting, as the pseudo-random number, a number derived from at least one number which 
has occurred during the computations, 

B) manipulating the original data and the pseudo-random number by means of at least one of: 

i. an arithmetic operation, and 

ii. a logical operation, 
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so as to obtain a combined set of data, the combined set of data being the encrypted data, 
the method of decrypting comprising the steps of: 

a) performing step A), so as to extract the same pseudo-random number as extracted in step V), 

b) manipulating the encrypted data and the pseudo-random number by means of at least one of: 

- an arithmetic operation, and 

- a logical operation, 

so as to obtain the original, decrypted, version of the data. 

^77. A method according to claim wherein, prior to step a), a sub-set of the encrypted 
data is separated from the set of encrypted data, the method of decrypting comprising performing 
steps a) and b) on said sub-set of data. 

A method according to claim ^77 comprising repeating the steps A)-B) until a plurality 
of sub-sets which in common constitute the entire set of encrypted data have been decrypted. 

S979, A computer program for encrypting and decrypting a set of data, the computer program 
being adapted to run in an encryption mode and in a decryption mode; the computer program 
being further adapted to: 

- i) generate a pseudo-random number in a reproducible way by performing the method of 
claim 44&i, wherein the integer number is a fixed-point number, 

- performing computations including the at least one variable expressed as a fixed-point 
number, 

- obtaining, from the computations, the resulting number, the resulting number representing at 
least one of: 

a. a part of a solution to the mathematical system, and 

b. a number usable in further computations involved in the numerical solution of the 
mathematical system, 

- extracting, as the pseudo-random number, a number derived from at least one number which 
has occurred during the computations, 

ii) manipulate the data and the pseudo-random number by means of at least one of: 
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- an arithmetic operation, and 

- a logical operation, 

so as to obtain a combined set of data, wherein: 

- the combined set of data represents an encrypted version of the data in case the computer 
program is run in encryption mode, 

- the combined set of data represents a decrypted version of the data in case the computer 
program is run in decryption mode. 

9080. A computer readable data carrier loaded with a computer program for encrypting and 
decrypting a set of data, the computer program being adapted to run in an encryption mode and 
in a decryption mode, the computer program being further adapted to: 

- i) generate a pseudo-random number in a reproducible way by performing the method of 
claim 44^L wherein the integer number is a fixed-point number, 

- performing computations including the at least one variable expressed as a fixed-point 
number, 

- obtaining, from the computations, the resulting number, the resulting number representing at 
least one of: 

a. a part of a solution to the mathematical system, and 

b. a number usable in further computations involved in the numerical solution of the 
mathematical system, 

- extracting, as the pseudo-random number, a number derived from at least one number which 
has occurred during the computations, 

ii) manipulate the data and the pseudo-random number by means of at least one of: 

- an arithmetic operation, and 

- a logical operation, 

so as to obtain a combined set of data, wherein: 

- the combined set of data represents an encrypted version of the data in case the computer 
program is run in encryption mode, 

the combined set of data represents a decrypted version of the data in case the computer program 
is run in decryption mode. 
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^81. A computer being operatively connected to a computer readable data carrier loaded with a 
computer program for encrypting and decrypting a set of data, the computer program being 
adapted to run in an encryption mode and in a decryption mode, the computer program being 
further adapted to: 

- i) generate a pseudo-random number in a reproducible way by performing the method of 
claim J4*L wherein the integer number is a fixed-point number, 

- performing computations including the at least one variable expressed as a fixed-point 
number, 

- obtaining, from the computations, the resulting number, the resulting number representing at 
least one of: 

a. a part of a solution to the mathematical system, and 

b. a number usable in further computations involved in the numerical solution of the 
mathematical system, 

- extracting, as the pseudo-random number, a number derived from at least one number which 
has occurred during the computations, 

ii) manipulate the data and the pseudo-random number by means of at least one of: 

- an arithmetic operation, and 

- a logical operation, 

so as to obtain a combined set of data, wherein: 

- the combined set of data represents an encrypted version of the data in case the computer 
program is run in encryption mode, 

the combined set of data represents a decrypted version of the data in case the computer program 
is run in decryption mode, 

the computer comprising processor means for running said program. 

9282. A method according to claim 6979, further comprising: 
performing steps I) - V) in a plurality of instances in parallel. 
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9^83. A method according to claim 9282, comprising transmitting data between the plurality of 
instances at least while performing step IV) for each of the instances. 

9484- A method according to claim 9282, further comprising transmitting data between the 
plurality of instances while performing step V) for each of the instances. 

9#85. A method according to claim 9282, comprising combining, by use of at least one of: 

- an arithmetic operation, and 

- a logical operation, 

a plurality of pseudo-random numbers extracted at step V) in each of the instances into a 
common pseudo-random number. 

9686- The method of claim wherein the integer number is a fixed-point number, 

- performing said computations in such a way that the computations include the at least one 
variable expressed as a fixed-point number, 

- obtaining, from said computations, a resulting number, the resulting number representing at 
least one of: 

a. at least a part of a solution to the mathematical system, and 

b. a number usable in further computations involved in the numerical solution of the 
mathematical system, 

the step of performing computations comprising: 

- repeatedly computing a solution Xn+i based on at least one previous solutions Xm, m<n+l, 
whereby the step of performing computations is initiated based on at least one initial 
condition, Xq, of the state variable, X, 

the method further comprising: 

- providing a cryptographic key as an input to said computations, whereby the cryptographic 
key is used in generation of the initial condition Xq. 
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9787. A method of determining an identification value for identifying a set of data, the method 
comprising performing as the method of claim 44^1, wherein the integer number is a fixed-point 
number, 

- performing said computations in such a way that the computations include the at least one 
variable expressed as a fixed-point number, 

- obtaining, fi-om said computations, the resulting number, the resulting number representing at 
least one of: 

a. at least a part of a solution to the mathematical system, and 

b. a number usable in fiirther computations involved in the numerical solution of the 

mathematical system, 

whereby a representation of at least part of the set of data is used in said computations, the 
method further comprising: 

- extracting, as said identification value, at least a part of said resulting number. 

9^88. A method according to claim 9787, wherein a cryptographic key is used as a seed value 
for the computations. 

9989. A method according to claim 9787, wherein the mathematical system comprises at least 
one of: 

- a differential equation, 

- a discrete mapping. 

iQ&90. A method according to claim 9989, wherein the differential equation comprises at least 
one of: 

- a partial differential equation, 

- an ordinary differential equation. 

4^91. A method according to claim 9989, wherein the discrete mapping comprises at least one 
of: 

- an area-preserving map. 
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- a non area-preserving map. 



4-0292. A method according to claim 9989, wherein the mathematical system comprises at least 
one non-linear function goveming at least one state variable X. 

40^93 . A method according to claim W392, wherein the non-linear mapping function comprises 
a logistic map of the form Xn+i=Xxn(l-Xn), wherein X is a parameter, Xn+i is the value of state 
variable x at the (n+l)*th stage in the computations, and Xn is the value of state variable x at the 
n'th stage in the computations. 

W494. A method according to claim +0^93, wherein the logistic map is modified into the form 
Xn+i=A,Xn(l-Xn)+E(xn-mn), whcrcin X and 8 are parameters, Xn+i is the value of state variable x at 
the (n+l)'th stage in the computations, Xn is the value of state variable x at the n*th stage in the 
computations, and mn contains a representation of an n'th portion of the set of data. 

4-0^95. A method according to claim 103-93, wherein a cryptographic key is used for at least 
partially determining at least one of the following: X, s and an initial value xq of state variable x. 

+0696. A method according to claim 9787, wherein the mathematical system comprises a set of 
non-linear mapping functions. 

4^97. A method according to claim 4^96, wherein the set of mapping functions comprises at 
least one of: 

- an Anosov map of the form: 







"1 


1" 




.Vn+X. 




1 


2 





- a Henon map of the form: 
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4^98. A method according to claim 9787, wherein the mathematical system comprises at least 
one non-linear differential equation. 

4-0999. A method according to claim -40898, wherein the mathematical system comprises a set of 
non-linear differential equations. 

440100. A method according to claim 9^87, wherein the mathematical system has at least one 
positive Lyapunov exponent. 

4441 PL A method according to claim 9^87, comprising computing at least one Lyapunov 
exponent at least once during the mathematical computations. 

443102. A method according to claim 40898, wherein the at least one non-linear differential 
equation governs at least one state variable, X, which is a function of at least one independent 
variable, t. 

44^- 103 . A method according to claim 40999, wherein the set of non-linear differential equations 
comprises a Lorenz system. 

444104. The method of claim 4481, further comprising: 

- restricting the range of at least a selected variable of said function, so as to exclude values 
which the selected variable, by virtue of said function, would assume if not restricted by said 
range, 

- performing said computations so as to obtain the resulting number, the resulting number 
representing at least one of: 

a. a part of a solution to the mathematical system, and 

b. a number usable in further computations involved in the numerical solution of the 
mathematical system, 

- when the computations result in a value for the selected variable which is beyond the range, 
assigning a value within the range to the selected variable. 
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444105. A method according to claim 44 4104, wherein the method is a part of a pseudo-random 
number generating method. 

44^106. A method according to claim 44 4105, wherein the pseudo-random number generating 
method generates pseudo-random numbers for use in at least one of encryption and decryption. 

447107. A method according to claim 44 4104, wherein the mathematical system has at least one 
positive Lyapunov exponent. 

44-81. A method of performing numerical computations in a cryptographic system, which 
includes a mathematical system comprising at least one function, the method comprising the 
steps of: 

- expressing the mathematical system in discrete terms, 

- expressing at least one variable of the mathematical system as an integer number, 

- placing an imaginary decimal separator in said integer number, whereby the integer number 
represents a real number, 

- performing computations including the at least one variable expressed as an integer number 
so as to obtain a resulting number, the resulting number being expressed as an integer 
number, 

- positioning the imaginary decimal separator in the resulting number at a predetermined 
position by performing at least one of the steps of: 

- correcting the position of the imaginary decimal separator in the integer number, and 

- placing an imaginary separator in the resulting number, 

the method further comprising the step of using the resulting number to obtain an output of the 
cryptographic system. 

44-9108. The method of claim 44-81, wherein the integer number is a fixed-point number, 

- performing said computations in such a way that the computations include the at least one 
variable expressed as a fixed-point number, 
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- obtaining, from said computations, the resulting number, the resulting number representing at 
least one of: 

a. at least a part of a solution to the mathematical system, and 

b. a number usable in further computations involved in the numerical solution of the 
mathematical system. 

4^109. The method according to claim 6959, wherein the pseudo random number represents at 
least one of: 

- i. a subset of digits of the resulting number, and 

- ii. a subset of digits of a number derived from the resulting number. 

444-1 10. The method according to claim 4 ^109, wherein the pseudo-random number is 
extracted as a number derived from the k least significant digits of said at least one number. 

4-33111. The method according to claim 430109, wherein said computations involve at least a 
first and a second fixed-point number, each fixed-point number having a decimal separator, 
wherein the decimal separator of the first fixed-point number is positioned at a position different 
from the position of the decimal separator of the second fixed-point number. 

4-3^112. The method according to claim 430109, wherein the mathematical system comprises a 
discrete mapping, comprising at least one of: 



- a logistic map of the form: 

Xn+l=^Xn(l-Xn), 

- an Anosov map of the form: 

mod 1, 







"1 iJXn' 


_yn+i_ 




Li 2ly„. 
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- a Henon map of the form: 

.Yn+lJ [ '^^n 



4^1 13. The method according to claim 450109, wherein the mathematical system comprises at 
least one of: 

- a differential equation, 

- a discrete mapping, 

and wherein the mathematical system has at least one positive Lyapunov exponent. 

4^114. The method according to claim 43 0109, wherein the mathematical system comprises a 
set of non-linear differential equations, which set is a Lorenz system consisting of the following 
differential equations: 



wherein X=(x, y, z) are state variables, t is the independent variable, and a, r and b are 
parameters. 

436115. The method according to claim 430109, wherein the mathematical system comprises at 
least one non-linear differential equation, wherein: 

- the step of performing computations comprises numerically integrating the at least one 
non-linear differential equation by repeatedly computing a solution Xn+i based on at least 
one previous solution Xm, m<nH-l, and a step length, ATn, of the independent variable, t, 
and wherein 

- in each integration step, at least one of the elements (Atx,n, Aty,n, Atz,n) of the step length 
AT is a function of at least one number related to said computations. 



dx 
dt 
dy 
dt 
dz 
dt 



xy - bz, 



a(y - x), 



rx - y - xz, 
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43^116. The method according to claim +30109, wherein a key selected from an encryption key 
and a decryption key is used to determine at least one value of at least one variable in the 
mathematical system. 

43^117. The method according to claim 437116, wherein the mathematical system includes at 
least one parameter, an initial condition Xo, and an initial step length ATo, and wherein the key is 
used to determine at least one of: 

- at least a part of the initial condition Xo, 

- at least a part of the initial step length ATq, and 

- at least a part of said at least one parameter. 

439118. The method according to claim 43 4110, wherein said step of extracting comprises 
extracting a plurality of numbers. 

4^119. The method according to claim 430109, wherein the extracted number is manipulated 
by means of at least one of: 

- an arithmetic operation, and 

- a logical operation, 

so as to obtain a combined set of data. 

4^120. The method according to claim 4 ^119, wherein at least one of: 

- the extracted set of data, and 

- the combined set of data 
is used for at least one of: 

- encryption of original data to obtain encrypted data, and 

- decryption the encrypted data to obtain the original data. 

4^121. The method according to claim 430109, wherein the extracted number is used to 
generate at least one of: an encryption key and a decryption key. 
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4 ^122 . The method according to claim 4-2 0109 , the method comprising performing steps I) - 
V) in a plurality of instances in parallel and transmitting data between the plurality of instances 
at least while performing at least one of steps IV) and V) for each of the instances. 

134123. The method according to claim 443122, comprising combining, by use of at least one 
of: 

- an arithmetic operation, and 

- a logical operation, 

a plurality of pseudo-random numbers extracted at step V) in each of the instances into a 
common pseudo-random number. 
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